
 

Building Automation and Industrial 
Control Systems: A Comparative Study 
Guide 
This study guide provides a comprehensive review of the communication protocols used in 
building automation and industrial control systems, specifically focusing on BACnet, Modbus, 
and LON. It synthesizes technical specifications, integration strategies, and comparative 
analyses from industry documentation. 

-------------------------------------------------------------------------------- 

Part 1: Review Quiz 
Instructions: Answer the following questions based on the provided source materials. Each 
answer should be 2–3 sentences in length. 

1.​ What were the primary design purposes for the initial development of BACnet 
and Modbus? 

2.​ How does the communication mechanism of Modbus RTU differ from BACnet 
MS/TP? 

3.​ What is the significance of "objects" in the BACnet protocol compared to 
"registers" in Modbus? 

4.​ Explain the difference between traditional 5-digit Modbus addressing and 
modern 6-digit addressing. 

5.​ What role does a Change of Value (COV) increment play in BACnet 
communications? 

6.​ Describe the function of a protocol gateway, such as the Intesis Modbus Server 
or Contemporary Controls BASremote. 

7.​ What is the purpose of the Modbus Application Protocol (MBAP) header in 
Modbus/TCP? 

8.​ In the context of the LON protocol, what is a Neuron ID and how is it used? 
9.​ How do BACnet and Modbus compare regarding network security features? 
10.​What is the difference between "Unconfirmed Services" and "Confirmed 

Services" in BACnet? 



 
-------------------------------------------------------------------------------- 

Part 2: Answer Key 
1.​ BACnet was developed by ASHRAE in 1995 to create an open standard specifically 

for building automation and control systems, ensuring interoperability between 
different manufacturers. Modbus was created by Modicon in the late 1970s as a 
simple, efficient, and cost-effective protocol for communicating with programmable 
logic controllers (PLCs) in industrial environments. 

2.​ Modbus RTU utilizes a strict master/slave architecture where a single master 
initiates all communication and slaves only respond when addressed. In contrast, 
BACnet MS/TP uses a master-slave/token-passing principle where master devices 
pass a "token" to one another; only the device currently holding the token can initiate 
application layer messages. 

3.​ BACnet uses abstract "objects" (like Analog Inputs or Binary Outputs) that contain 
multiple properties and can be "discovered" by other devices on a network to simplify 
commissioning. Modbus uses a simpler structure of 1-bit "coils" and 16-bit "registers" 
that require a manual cross-reference (a register map) to understand the data they 
contain. 

4.​ Traditional 5-digit addressing uses a leading digit to signify a memory block 
followed by four digits, limiting each block to 10,000 points. Modern 6-digit 
addressing follows the same logic but uses five trailing digits, allowing for the full 
16-bit address space of 65,535 points per memory block. 

5.​ A COV increment allows a BACnet device to send updates to subscribers only when 
an analog value changes by a specified amount, rather than through constant polling. 
This significantly reduces network traffic and is especially useful for managing data 
updates for points that do not change frequently. 

6.​ A protocol gateway acts as a translator, allowing devices using different protocols to 
communicate; for example, it can map Modbus registers to BACnet objects. It 
functions as a server/slave on one interface and a client/master on the other, 
ensuring that signals from one system are accessible as if they were native to the 
other. 

7.​ The MBAP header is a field unique to the Modbus/TCP Application Data Unit (ADU) 
that is used to identify the transaction and the slave device. It also serves to maintain 
and communicate the length of the Modbus message as it travels over Ethernet/IP 
networks. 

8.​ A Neuron ID is a unique, preprogrammed 48-bit identifier found on the computer chip 
(Neuron chip) of every LON node. It serves as the physical address for the device 



 
and is transmitted when a user presses the "service pin" to facilitate node discovery 
on the network. 

9.​ BACnet includes built-in security features such as authentication and encryption to 
protect data exchange across the network. The basic Modbus protocol does not 
include inherent security features, often requiring external measures or specialized 
gateways for secure operation. 

10.​Unconfirmed Services are "fire and forget" messages where the sender does not 
require or receive an acknowledgment from the recipient. Confirmed Services 
require the receiving device to acknowledge the request, sometimes providing the 
requested data (complex acknowledgment) or simply confirming the task was 
received (simple acknowledgment). 

-------------------------------------------------------------------------------- 

Part 3: Essay Questions 
Instructions: Use the provided sources to develop comprehensive responses to the 
following prompts. 

1.​ Comparative Interoperability: Compare and contrast the "open standard" 
philosophy of BACnet with the "simplicity and robustness" of Modbus. Discuss how 
these differing philosophies affect system integration, commissioning time, and 
long-term maintenance in a large-scale commercial building. 

2.​ The Mechanics of Protocol Mapping: Explain the technical process of mapping 
Modbus registers to BACnet objects using a gateway device. Include a discussion on 
data types (coils vs. binary, registers vs. analog), scaling requirements, and the 
necessity of Modbus register maps. 

3.​ LON vs. BACnet Architectures: Analyze the structural differences between LON 
and BACnet. Specifically, compare LON’s "peer-to-peer" neuron chip-based 
architecture and logical bindings with BACnet’s object-oriented, client-server dynamic 
and LAN types (IP vs. MS/TP). 

4.​ Network Efficiency and Traffic Management: Evaluate how different 
communication mechanisms—such as BACnet’s Change of Value (COV) 
subscriptions, Modbus’s master/slave polling, and LON’s 
unacknowledged/acknowledged messaging—impact network bandwidth and 
response times in high-density environments. 

5.​ Protocol Selection Criteria: Imagine you are a system integrator for a "Smart 
Factory" that requires integration of both HVAC systems and production line PLCs. 



 
Based on the source materials, justify a hybrid protocol strategy, detailing which 
protocols you would use for specific functions and why. 

-------------------------------------------------------------------------------- 

Part 4: Glossary of Key Terms 

Term Definition 

ADU (Application Data 
Unit) 

The entire Modbus message, encompassing the PDU plus 
additional fields for error checking and addressing. 

BACnet (Building 
Automation and Control 
Networks) 

An ANSI/ASHRAE Standard 135 communication protocol 
designed specifically for building automation and control 
systems. 

BBMD (BACnet Broadcast 
Management Device) 

A device that allows BACnet broadcast messages (like 
"Who-Is") to be transmitted across different IP subnets. 

Binding The act of logically connecting network variable inputs 
(NVIs) and outputs (NVOs) between LON devices. 

Channel In LON networks, the physical network connection (such 
as FT-10 or IP) across which nodes communicate. 

Coil A single-bit Modbus object that supports both read and 
write functionality, typically representing binary data like an 
ON/OFF command. 



 

Discrete Input A single-bit, read-only Modbus object usually representing 
status states like an alarm. 

Function Code A code within a Modbus PDU that tells the server what 
data to provide or what action to take (e.g., Read Holding 
Registers). 

Holding Register A 16-bit Modbus object that supports both read and write 
functionality, often used for analog output values. 

Input Register A 16-bit, read-only Modbus object used for analog input 
data like temperature or device status. 

LNS (LON Network 
Services) 

An operating system/middle-ware layer that interacts with 
a LON network and its database to manage device 
configurations and traffic. 

MS/TP (Master Slave/Token 
Passing) 

A BACnet LAN type that uses a token-passing mechanism 
on an RS-485 physical medium. 

Neuron Chip A computer chip with the LON stack preprogrammed 
inside; it provides the unique 48-bit Neuron ID used for 
physical addressing. 

PDU (Protocol Data Unit) The core part of a Modbus message containing the 
function code and data. 



 

PLC Addressing A Modbus addressing scheme (base + 1) where the first 
register location within a memory block begins at 1 rather 
than 0. 

SNVT (Standard Network 
Variable Type) 

A standardized data template in LON that defines the 
properties of network variables to ensure device 
compatibility. 
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