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BMS Engineering Essentials — 12-Module
Training Curriculum
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BACnet MS/TP, BACnet/IP, Modbus RTU/TCP Delivery Mode: Classroom + Hands-on Lab
+ Site Simulation Duration: 60 Hours (5 hours per module)
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Module 01 — BMS Fundamentals & MEP System Integration

Objective: Establish a solid foundation in BMS architecture and its role within MEP
infrastructure for commercial and high-rise buildings in the UAE.

Key Learning Objectives

1.

Define the BMS architecture hierarchy — Understand the three-tier model (field
level, automation level, management level) and how DDC controllers, sensors,
actuators, and the head-end server interconnect within a typical UAE commercial
building.

Identify MEP subsystems under BMS scope — Map HVAC (AHU, FCU, chiller
plant), electrical (lighting, power metering, generator), plumbing (domestic water
pumps, sump pumps, tank levels), and fire/life-safety interface points to BMS
monitoring and control.

Interpret BMS single-line architecture drawings — Read and produce BMS riser
diagrams, points schedules, and system architecture drawings in line with MEP
consultant specifications commonly used in Dubai and Abu Dhabi projects.

Understand the BMS role in Al Sa‘fat and Estidama compliance — Recognize
why the BMS is a mandatory enabler for energy monitoring, indoor air quality
verification, and automated demand response under UAE green building codes.

Differentiate open vs. proprietary BMS platforms — Compare open-protocol
systems (BACnet, Modbus, KNX) against proprietary vendor-locked platforms, and
understand procurement implications for UAE facility management contracts.

Module 02 — DDC Controller Architecture & Hardware
Selection

Objective: Provide engineers with the technical depth to specify, select, and install DDC
controllers suitable for UAE environmental and project conditions.
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Key Learning Objectives

1. Classify DDC controller types — Distinguish between supervisory controllers
(building-level), application-specific controllers (AHU, chiller plant), and unitary
controllers (FCU, VAV), including typical I/O counts and processing capabilities for
each tier.

2. Interpret DDC hardware specifications — Read and evaluate controller datasheets
for operating temperature range (critical for rooftop/plant room installations in UAE),
humidity tolerance, power supply requirements (24VAC/DC), 1/0O types (Al, AO, DI,
DO, Ul, UO), and communication ports.

3. Design DDC panel layouts — Apply best practices for DDC panel internal
arrangement: DIN-rail mounting, terminal block labelling, power supply segregation,
surge protection, and cable gland entry — compliant with DEWA and civil defence
requirements.

4. Select controllers based on project scope — Match DDC hardware to project
requirements by evaluating scalability, expansion module availability, native protocol
support (BACnet MS/TP, BACnet/IP, Modbus RTU), and global availability of spare
parts for long-term UAE facility management.

5. Apply redundancy and fail-safe design — Implement watchdog timers, battery
backup for real-time clocks, default fail-safe positions for damper/valve actuators on
controller failure, and dual-controller configurations for critical plant rooms (district
cooling interfaces, chiller plants).

Module 03 — DDC Programming — Sequences, Logic &
Control Loops

Objective: Equip engineers to develop, test, and troubleshoot DDC control programs for
standard HVAC and MEP applications.

Key Learning Objectives

1. Program PID control loops for HVAC applications — Configure
proportional-integral-derivative loops for supply air temperature, chilled water valve
modulation, and static pressure control, including tuning parameters (gain, integral
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time, derivative time) specific to UAE climate conditions (high cooling loads, humidity
control).

Develop sequence-of-operation logic — Translate MEP consultant sequences of
operation into DDC programs for AHU start/stop, economizer control, chiller staging,
and condenser water reset — using structured programming approaches (function
blocks, state machines, ladder logic).

Implement scheduling, override, and alarm programming — Configure
time-based schedules (occupancy, Ramadan, holiday), operator override hierarchies
(local/BMS/emergency), and alarm thresholds with deadbands and delay timers to
reduce nuisance alarms.

Apply demand-based ventilation logic — Program CO:-based demand-controlled
ventilation (DCV) sequences as required for Al Sa'fat compliance, including sensor
placement logic, outdoor air damper modulation, and minimum ventilation rate
enforcement per ASHRAE 62.1.

Test and simulate DDC programs before deployment — Use controller emulation
tools and software simulation environments to verify control logic, test edge cases
(sensor failure, communication loss, power recovery), and validate sequence timing
before on-site commissioning.

Module 04 — BACnet Protocol — Network Design & Object
Model

Objective: Provide in-depth technical knowledge of BACnet protocol implementation for
DDC-based BMS networks in commercial UAE projects.

Key Learning Objectives

1.

Understand the BACnet object model — Master the standard BACnet object types
(Analog Input, Analog Output, Binary Input, Binary Output, Multi-State Value,
Schedule, Trend Log, Notification Class) and their properties (Present Value, Status
Flags, Priority Array, COV Increment) as defined in ASHRAE 135.
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2. Design BACnet MS/TP trunk networks — Plan RS-485 bus topology for DDC

controller networks: calculate maximum cable lengths (1,200m at 76.8 kbps), device
addressing (1-127), token-passing performance, termination resistors, and bias
resistors for reliable communication in electrically noisy plant rooms.

Design BACnet/IP networks — Configure IP-based BACnet communication using
UDP port 47808, BACnet Broadcast Management Devices (BBMD), Foreign Device
Registration, and VLAN segmentation for isolating BMS traffic from IT corporate
networks — aligned with UAE building IT/OT convergence requirements.

Implement BACnet interoperability — Use BACnet Interoperability Building Blocks
(BIBBs) and Protocol Implementation Conformance Statements (PICS) to verify
multi-vendor device compatibility, configure device instance numbers, and resolve
common integration issues (object naming conflicts, priority array contention).

Perform BACnet network diagnostics — Use protocol analyzers (Wireshark with
BACnet plugin, BACnet Discovery Tools) to capture and decode BACnet packets,
identify communication errors (token-passing failures, duplicate MAC addresses,
APDU timeouts), and validate network health during commissioning.

Module 05 — Modbus Protocol — RTU/TCP & Field Device
Integration

Objective: Enable engineers to integrate Modbus-based field devices (meters, VFDs,
chillers) into BACnet-based BMS architectures.

Key Learning Objectives

1.

Understand Modbus data model and function codes — Master the Modbus
register map structure (Coils, Discrete Inputs, Holding Registers, Input Registers),
standard function codes (01, 02, 03, 04, 05, 06, 15, 16), and data encoding (16-bit
integer, 32-bit float IEEE 754, byte-swap conventions) for reliable device
communication.

Configure Modbus RTU on RS-485 networks — Set up serial communication
parameters (baud rate, parity, stop bits, slave address 1-247), calculate maximum
bus length and device count, apply proper RS-485 wiring practices (daisy-chain,



intellicon

INTERNATIONAL

shielded twisted pair, termination), and troubleshoot common errors (CRC failures,
timeout, no response).

Configure Modbus TCPI/IP for networked devices — Implement Modbus TCP
communication (port 502) for energy meters, chiller plant controllers, and VFDs,
including IP address planning, Unit ID mapping, connection management, and
integration with building IT networks.

Integrate DEWA-compliant energy meters via Modbus — Read real-time
electrical parameters (kW, kWh, kVAR, power factor, voltage, current) from smart
energy meters (Schneider PM series, ABB, Siemens) using Modbus register maps —
required for Al Sa'fat energy sub-metering compliance and DEWA reporting.

Troubleshoot Modbus communication failures — Use serial port monitors,
Modbus poll/scan tools, and register map documentation to diagnose and resolve
common field issues: incorrect slave addressing, register offset errors (0-based vs.
1-based), byte-order mismatches, and polling rate conflicts.

Module 06 — Multi-Protocol Integration — BACnet/Modbus
Gateways

Objective: Train engineers to design and configure protocol translation gateways that bridge
Modbus field devices into BACnet-native BMS networks.

Key Learning Objectives

1.

Select the appropriate gateway architecture — Evaluate standalone hardware
gateways (e.g., Intesis, Loytec, HMS Anybus) vs. embedded protocol translation
within DDC controllers, considering cost, scalability, latency, and maintenance
implications for UAE project sizes.

Configure Modbus-to-BACnet point mapping — Define register-to-object mapping
tables: assign Modbus holding registers to BACnet Analog Input/Output objects,
configure scaling factors (raw count to engineering units), set polling intervals, and
define COV reporting thresholds.



intellicon

INTERNATIONAL

3. Handle data type conversion and scaling — Manage common data translation

challenges: 16-bit to 32-bit register combination, IEEE 754 floating point decoding,
signed/unsigned integer handling, enumeration mapping (Modbus integer states to
BACnet Multi-State Values), and unit conversion.

Design gateway network topology for complex sites — Plan gateway placement
within the BMS network to minimize RS-485 cable runs, optimize polling cycles
across multiple Modbus slaves, and ensure BACnet device instance uniqueness
across interconnected BACnet networks (campus/tower scenarios).

Commission and validate gateway performance — Perform end-to-end data
verification (field device register — gateway — BACnet server — head-end),
measure polling latency, verify alarm propagation, and document as-built gateway
configurations for facility management handover.

Module 07 — Sensor, Actuator & Field Device Engineering

Objective: Build practical competence in selecting, installing, wiring, and calibrating field
instrumentation for BMS-controlled HVAC and MEP systems.

Key Learning Objectives

1.

Select sensors for UAE environmental conditions — Specify temperature
sensors (RTD PT1000, NTC 10K, duct/immersion/outdoor), humidity sensors
(capacitive, £2% RH), CO: sensors (NDIR dual-beam), differential pressure
transmitters, and water flow meters — rated for UAE ambient conditions (up to 55°C
outdoor, high humidity coastal zones).

Specify and install actuators for HVAC control — Size and select damper
actuators (spring-return, non-spring-return, 2—20 Nm torque range), valve actuators
(2-way/3-way, equal percentage/linear characteristic), and VFD interfaces —
ensuring compatibility with DDC controller output types (0—10V, 4—20mA, floating
point, on/off).

Apply correct wiring practices — Implement field wiring standards: shielded cable
for analog signals, segregation from power cables, proper grounding and shield
termination at one end only, cable labelling per project naming convention, and
compliance with UAE Civil Defence and DEWA low-voltage wiring regulations.
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4. Calibrate and verify field devices — Perform pre-commissioning calibration

checks: verify sensor accuracy against reference instruments, confirm actuator
stroke and close-off pressure, validate 4-20mA loop integrity, and document
zero/span calibration records for handover files.

Troubleshoot common field device failures — Diagnose typical site issues: sensor
drift due to UV or humidity exposure, actuator mechanical binding, ground loop
interference on analog signals, incorrect wiring polarity, and communication failure on
Modbus-connected devices (meters, VFDs).

Module 08 — HVAC Control Sequences & Energy Optimization

Objective: Develop advanced competence in programming and optimizing HVAC control
sequences for energy-efficient building operation in the UAE climate.

Key Learning Objectives

1.

Program chiller plant optimization sequences — Implement chiller staging logic,
condenser water temperature reset, chilled water supply temperature reset,
primary-secondary pump differential pressure optimization, and cooling tower fan
sequencing for maximum COP under UAE peak summer conditions (48°C+ dry bulb).

Design AHU control sequences for humidity management — Develop supply air
temperature and humidity control strategies specific to the GCC climate:
dehumidification reheat sequences, enthalpy-based economizer lockout (rarely
applicable in UAE), mixed air CO: control, and return air humidity monitoring.

Implement demand-based energy reduction strategies — Configure load
shedding sequences, optimal start/stop algorithms (based on building thermal mass
and outdoor temperature), night purge ventilation (limited UAE applicability), and
peak demand limiting for DEWA tariff optimization.

Apply Al Sa'fat energy performance requirements to BMS logic — Program
BMS-level energy monitoring dashboards, sub-metering data aggregation (HVAC,
lighting, plug loads, domestic hot water), automated monthly energy reporting, and
trending for Energy Use Intensity (EUl) benchmarking as mandated by Al Sa'fat
Bronze/Silver/Gold/Platinum ratings.
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5. Optimize VAV and FCU zone control — Configure VAV box control sequences

(cooling-only, cooling with reheat, dual-duct), FCU 2-pipe/4-pipe changeover logic,
zone temperature setpoint scheduling, unoccupied setback, and dead-band
optimization to reduce simultaneous heating/cooling waste.

Module 09 — Al Sa'fat Green Building Code — BMS
Compliance Requirements

Objective: Provide a comprehensive, clause-by-clause understanding of Al Sa'fat
BMS-related requirements to ensure project compliance during design, installation, and
handover.

Key Learning Objectives

1.

Understand the Al Sa'fat rating structure and BMS relevance — Map the Al
Sa'fat rating tiers (Bronze, Silver, Gold, Platinum) to specific BMS requirements:
which credits are mandatory vs. optional, which require BMS data as evidence, and
the documentation format expected by Dubai Municipality during compliance
submissions.

Implement energy sub-metering via BMS — Design BMS energy metering
architecture to satisfy Al Sa'fat energy monitoring credits: separate metering for
HVAC, lighting, plug loads, domestic hot water, and process loads — with data
logging intervals, trend storage duration, and dashboard display requirements fully
compliant with the code.

Configure indoor environmental quality (IEQ) monitoring — Set up BMS-based
monitoring for indoor air quality (CO: levels per zone), thermal comfort (zone
temperature and humidity), and lighting levels — with alarm thresholds and corrective
control sequences that demonstrate continuous compliance with Al Sa'fat IEQ
credits.

Program water management and leak detection — Integrate water flow meters,
irrigation controllers, and leak detection sensors into the BMS — enabling automated
consumption tracking, leak alarm notification, and water efficiency reporting as
required by Al Sa'fat water conservation credits.
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5. Prepare BMS documentation for Al Sa'fat submission — Compile the required

deliverables: as-built points schedule, sequence of operation documents, energy
dashboard screenshots, trend data exports (minimum 3-month operational data for
post-occupancy credits), and commissioning certificates — formatted per Dubai
Municipality submission guidelines.

Module 10 — BMS Network Infrastructure, IP Planning &
Cybersecurity

Objective: Equip engineers to design secure, reliable, and scalable BMS network
infrastructure that meets UAE IT/OT convergence and cybersecurity expectations.

Key Learning Objectives

1.

Design the BMS network architecture — Plan a layered network topology:
field-level RS-485 trunks (BACnet MS/TP, Modbus RTU), automation-level Ethernet
switches (managed, industrial-grade, DIN-rail), and management-level server
connectivity — including VLAN segmentation, IP subnet planning, and inter-building
backbone links for campus/tower projects.

Implement IT/OT network separation — Configure proper isolation between BMS
operational technology (OT) networks and corporate IT networks using firewalls,
VLANSs, and DMZ architecture — aligned with UAE National Cybersecurity Authority
(NCA) guidelines and client IT policy requirements.

Secure BMS remote access — Set up VPN-based remote access for BMS
monitoring and maintenance: IPsec/SSL VPN configuration, multi-factor
authentication, role-based access control (RBAC) on the BMS head-end, and audit
logging — critical for UAE facility management contracts that mandate 24/7 remote
monitoring.

Apply cybersecurity best practices for BMS — Implement BMS-specific security
measures: disable default passwords on DDC controllers, restrict BACnet broadcast
domains, enable encrypted communication where supported (BACnet/SC), patch
management for BMS servers, and network monitoring for anomalous traffic on OT
segments.
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5. Plan network redundancy and disaster recovery — Design redundant

communication paths (ring topology for MS/TP trunks, RSTP for Ethernet switches),
configure BMS server backup and restore procedures, and establish fail-safe
controller operation modes that maintain building comfort during network or server
outages.

Module 11 — System Commissioning, TAB Coordination &
Project Handover

Objective: Provide a structured, site-ready commissioning methodology from DDC panel
energization through to client acceptance and O&M handover.

Key Learning Objectives

1.

Execute a phased commissioning plan — Follow a structured commissioning
sequence: Level 1 (panel power-up and controller boot verification), Level 2
(point-to-point 1/0 checkout), Level 3 (individual system functional testing), Level 4
(integrated system testing), Level 5 (seasonal performance testing) — with hold-point
approvals at each stage as required by UAE project contracts.

Perform point-to-point I/O verification — Systematically verify every BMS point:
confirm sensor reading accuracy against reference, verify actuator response direction
and stroke, validate digital input/output states, and document results on standardized
checkout sheets cross-referenced to the approved points schedule.

Coordinate with TAB contractors — Align BMS commissioning with Testing,
Adjusting, and Balancing (TAB) activities: sequence damper/valve commissioning
with airflow/water flow balancing, verify minimum outdoor air rates match TAB report
values, and confirm BMS readings correlate with TAB measured values within
acceptable tolerances.

Conduct integrated system testing — Test cross-system interactions: fire alarm
BMS interface (fan shutdown, damper closure, stairwell pressurization confirmation),
chiller-AHU interlock sequences, generator-to-BMS status monitoring, lift lobby
pressurization, and car park ventilation CO monitoring — verifying compliance with
UAE Civil Defence and DEWA requirements.
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5. Prepare and deliver O&M handover documentation — Compile the complete
handover package: as-built drawings (AutoCAD/Revit BMS layouts, riser diagrams),
as-built points schedule, final sequence of operations, DDC controller backup files,
software licenses, user manuals, spare parts list, warranty certificates, and operator
training records — formatted per UAE project closeout and Al Sa'fat documentation
standards.

Module 12 — BMS Maintenance, Fault Diagnostics & Lifecycle
Management

Objective: Prepare engineers for long-term BMS operational support, including preventive
maintenance planning, diagnostic troubleshooting, and system lifecycle management.

Key Learning Obijectives

1. Develop a preventive maintenance schedule — Create annual, quarterly, and
monthly BMS maintenance plans: sensor calibration checks, actuator stroke tests,
controller firmware review, server backup verification, UPS battery testing, and
network switch health checks — structured for UAE FM contract KPl compliance.

2. Diagnose common BMS faults systematically — Apply a structured
troubleshooting methodology: identify symptom (alarm, trend anomaly, occupant
complaint), isolate subsystem (network, controller, field device, head-end), use
diagnostic tools (multimeter, protocol analyzer, controller diagnostics page), and
resolve root cause — with documented case studies from UAE project scenarios.

3. Manage BMS software and firmware lifecycle — Plan and execute controller
firmware upgrades, head-end software updates, and graphic interface revisions —
with rollback procedures, pre-upgrade backups, and testing protocols to minimize
operational disruption during maintenance windows.

4. Implement analytics-based fault detection — Use BMS trend data to identify
performance degradation: stuck valves (flat trend lines), sensor drift (gradual offset
from setpoint), hunting PID loops (oscillating trends), and energy waste patterns
(simultaneous heating/cooling, after-hours operation) — enabling proactive rather
than reactive maintenance.
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5. Plan BMS system upgrades and end-of-life replacement — Evaluate existing
BMS installations for technology obsolescence, develop upgrade roadmaps
(controller replacement, protocol migration from legacy to BACnet, head-end platform
migration), and prepare budgetary proposals for lifecycle replacement — considering
UAE market availability, regional technical support, and Al Sa'fat retrofit compliance

requirements.

Appendix — Recommended Reference Standards

Standard Description

ASHRAE 135 BACnet — A Data Communication Protocol
for Building Automation

ASHRAE 62.1 Ventilation for Acceptable Indoor Air Quality

ASHRAE Guideline 36

High-Performance Sequences of Operation
for HVAC Systems

Dubai Al Sa'fat

Dubai Green Building Evaluation System

Abu Dhabi Estidama

Pearl Rating System for Estidama

IEC 61131-3 Programmable Controllers — Programming
Languages
ISO 16484 Building Automation and Control Systems

(BACS)

NIST SP 800-82

Guide to ICS/OT Security

UAE NCA Guidelines

National Cybersecurity Authority — OT
Security Framework

DEWA Regulations

Electrical Installation Code of Practice
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