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Module 01 — LoRaWAN Architecture Fundamentals & GCC 
Regulatory Framework 

1.1 LoRaWAN Protocol Architecture 
LoRaWAN operates on a star-of-stars topology that is fundamentally different from the mesh 
networks (ZigBee, Wi-Fi) commonly proposed for building IoT. Understanding this distinction 



 
is critical for GCC deployments where building footprints are large and concrete/steel 
structures dominate. 
 
Three-layer architecture: 
 
End Devices (Sensors/Meters) communicate over LoRa radio to Gateways, which forward 
packets via IP backhaul (Ethernet, 4G/5G, Wi-Fi) to the Network Server (LNS). The LNS 
handles device authentication, de-duplication, adaptive data rate (ADR), and downlink 
scheduling. Application data is then forwarded to an Application Server — which, in 
building IoT, is typically the BMS head-end, an IoT middleware platform, or a cloud 
dashboard. 
 
Device classes relevant to building IoT: 
 

-​ Class A — Battery-optimized. Device transmits uplink, then opens two short receive 
windows. Ideal for meters and sensors reporting at intervals (15 min – 1 hour). This is 
the primary class for sub-metering. 

-​ Class B — Synchronized receive windows using gateway beacons. Enables 
scheduled downlink commands with moderate battery impact. Useful for actuator 
control with predictable latency (e.g., irrigation valve scheduling). 

-​ Class C — Continuous receive. Always listening for downlink. Requires mains 
power. Suitable for gateways or mains-powered controllers that need immediate 
command response. 

1.2 GCC Frequency Regulations 
LoRaWAN in the Middle East operates in the 868 MHz ISM band (EU-compatible), governed 
by national telecommunications regulators: 
 

Country Regulat
or 

Band Max EIRP Duty 
Cycle 

License 
Requiremen
t 

UAE TRA 863–870 MHz 25 mW (14 dBm) 1% per 
sub-ba
nd 

Unlicensed 
(SRD) 



 

Country Regulat
or 

Band Max EIRP Duty 
Cycle 

License 
Requiremen
t 

Saudi Arabia CITC 863–870 MHz 25 mW (14 dBm) 1% per 
sub-ba
nd 

Unlicensed 
(SRD) 

Oman TRA 863–870 MHz 25 mW (14 dBm) 1% per 
sub-ba
nd 

Unlicensed 
(SRD) 

Qatar CRA 863–870 MHz 25 mW (14 dBm) 1% per 
sub-ba
nd 

Unlicensed 
(SRD) 

Kuwait CITRA 863–870 MHz 25 mW (14 dBm) 1% per 
sub-ba
nd 

Unlicensed 
(SRD) 

Bahrain TRA 863–870 MHz 25 mW (14 dBm) 1% per 
sub-ba
nd 

Unlicensed 
(SRD) 

 
⚠ Critical note: While the band is unlicensed for Short Range Devices (SRD), gateway 
installations on rooftops or building exteriors in some GCC jurisdictions may require TRA 
type-approval for the specific gateway hardware model. Always verify the gateway's 
TRA/CITC certification mark before procurement. 

1.3 LoRaWAN vs. Competing Building IoT Technologies 

Criteria LoRaWAN 
(868 MHz) 

Wi-Fi (2.4/5 
GHz) 

Zigbee (2.4 
GHz) 

NB-IoT 
(Licensed) 

Wired 
M-Bus 

Range 
(indoor, 
high-rise) 

5–15 floors 
per gateway 

1–2 rooms 10–30 m per 
hop 

Operator-de
pendent 

Wired — no 
limit 

Battery life 
(Class A) 

5–10+ years Hours–days 1–3 years 3–8 years N/A (wired) 



 

Criteria LoRaWAN 
(868 MHz) 

Wi-Fi (2.4/5 
GHz) 

Zigbee (2.4 
GHz) 

NB-IoT 
(Licensed) 

Wired 
M-Bus 

Throughput 0.3–11 kbps 100+ Mbps 250 kbps 100 kbps 2.4–9.6 kbps 

Infrastructur
e cost 

Low (1 GW 
per building) 

High (APs 
per floor) 

Medium 
(mesh 
repeaters) 

Recurring 
SIM/data 

High 
(cabling) 

BMS 
integration 
maturity 

Growing 
(MQTT/API) 

Native 
(IP-based) 

Low Medium 
(API) 

Established 
(OMS) 

Best use 
case 

Metering, 
env. 
monitoring 

High-bandwi
dth, real-time 

Lighting, 
small zones 

Outdoor, 
city-wide 

Utility billing 

 
Positioning for GCC projects: LoRaWAN is best suited for retrofit sub-metering, 
environmental monitoring, and asset tracking in existing buildings where pulling new 
Modbus/M-Bus cables is cost-prohibitive — particularly in high-rise towers, district 
developments, and government building portfolios under Al Sa'fat or Estidama retrofit 
mandates. 

1.4 Key Terminology 

Term Definition 

SF (Spreading 
Factor) 

SF7–SF12. Higher SF = longer range, lower data rate, higher 
battery drain 

ADR (Adaptive Data 
Rate) 

Network-managed optimization of SF and TX power per device 

OTAA (Over-The-Air 
Activation) 

Secure device join procedure using AppKey (preferred) 

ABP (Activation By 
Personalization) 

Pre-provisioned session keys (less secure, avoid for production) 

RSSI Received Signal Strength Indicator (dBm) 



 

Term Definition 

SNR Signal-to-Noise Ratio (dB). LoRa can decode at negative SNR 

Duty Cycle Percentage of time a device may transmit per sub-band (1% in 
EU/GCC) 

LNS LoRaWAN Network Server (e.g., ChirpStack, TTN, Actility) 

FUOTA Firmware Update Over The Air (LoRaWAN 1.1+) 

 
 

✅ Module 01 — Implementation Checklist 

# Task Owner Stat
us 

1 Confirm target country frequency regulation (868 MHz, 25 
mW EIRP, 1% duty cycle) 

Engineer ☐ 

2 Verify gateway hardware has TRA/CITC type-approval 
certification for target country 

Procureme
nt 

☐ 

3 Select LoRaWAN version (1.0.3 minimum; 1.0.4 
recommended for GCC deployments) 

Engineer ☐ 

4 Define device class requirements per use case (Class A for 
meters, Class C for gateways) 

Design 
Engineer 

☐ 

5 Select Network Server platform (on-premise ChirpStack vs. 
cloud Actility/TTN) 

IT/BMS 
Team 

☐ 

6 Confirm OTAA as the device activation method — do NOT 
use ABP in production 

Security ☐ 

7 Document project scope: number of end devices, building 
count, floor count, gateway estimate 

PM ☐ 

8 Identify existing BMS head-end platform and integration 
protocol (BACnet, Modbus, MQTT, REST API) 

BMS 
Engineer 

☐ 



 

# Task Owner Stat
us 

9 Confirm client IT/OT network policy for LoRaWAN gateway 
backhaul (Ethernet VLAN, 4G SIM, Wi-Fi) 

IT Team ☐ 

10 Obtain building floor plans (AutoCAD/PDF) for RF 
propagation planning in Module 02 

PM ☐ 

 
 

Module 02 — RF Propagation Engineering for High-Rise 
Towers 

2.1 Understanding LoRa RF Behaviour in GCC High-Rise Construction 
RF propagation in GCC high-rise towers is significantly more challenging than in European 
or North American building stock due to the construction materials and architectural design 
prevalent in the region. 
 
GCC-specific construction characteristics that impact RF: 
 

-​ Reinforced concrete core walls (200–400 mm) with dense rebar mesh — primary 
RF barrier in residential and commercial towers. Signal attenuation: 15–25 dB per 
wall. 

-​ Double-glazed low-E glass facades — common in UAE and Saudi commercial 
towers for solar heat gain reduction. RF attenuation: 6–12 dB (significantly worse 
than standard glass at 2–4 dB). 

-​ Metal stud partition walls with aluminium-backed insulation — prevalent in 
fit-out of commercial floors. Attenuation: 8–15 dB. 

-​ Elevator shafts and service risers — steel-lined vertical shafts that act as Faraday 
cages, blocking RF penetration between adjacent zones. 

-​ Floor slabs — typical 200–300 mm reinforced concrete. Attenuation: 15–20 dB per 
floor slab at 868 MHz. 

-​ Podium and transfer slabs — 500–1000 mm thick structural slabs common at 
podium levels in UAE towers. Near-total RF blockage. 



 
2.2 RF Link Budget Calculation 
The link budget determines whether a sensor on a given floor can reliably communicate with 
a gateway. For GCC high-rise deployments, a conservative approach is mandatory. 
 
Basic link budget formula: 
 
Received Power (dBm) = TX Power (dBm) + TX Antenna Gain (dBi) 
 
                     - Path Loss (dB) - Material Losses (dB) 
 
                     + RX Antenna Gain (dBi) 
 
Typical parameters for GCC indoor deployment: 
 

Parameter Typical Value 

TX Power (end device) 14 dBm (25 mW, GCC 
regulatory max) 

TX Antenna Gain (end device, PCB antenna) 0 to 2 dBi 

Free-space path loss at 868 MHz, 50 m ~50 dB 

Concrete floor slab attenuation (per floor) 15–20 dB 

Reinforced concrete core wall 20–25 dB 

Low-E double-glazed facade 6–12 dB 

Metal partition wall 8–15 dB 

RX Sensitivity (gateway, SF12) -137 dBm 

RX Antenna Gain (gateway, 3 dBi omni) 3 dBi 

Required link margin ≥10 dB 

 
Practical calculation example — 40-floor residential tower, single rooftop gateway: 
 
Gateway on roof. Sensor in apartment on Floor 5. 



 
 

-​ Floors to penetrate: 35 floor slabs 
-​ Floor slab loss: 35 × 18 dB = 630 dB 
-​ This vastly exceeds LoRa's ~155 dB link budget. 

 
Conclusion: A single rooftop gateway cannot serve an entire high-rise tower. Multiple 
gateways distributed vertically are required. 

2.3 Gateway Placement Strategies for High-Rise Towers 
Strategy A — Vertical riser shaft placement (recommended for GCC towers) 
 
Place gateways inside or adjacent to the MEP riser shaft every 5–8 floors. The riser typically 
has penetrations (cable trays, pipe sleeves) that allow partial RF leakage into adjacent 
floors, improving coverage compared to sealed floor slabs. 
 

-​ Typical coverage: 3–5 floors above and below gateway 
-​ Gateway count for 40-floor tower: 4–6 gateways 
-​ Power: 24VDC from BMS panel or PoE switch in riser cupboard 
-​ Backhaul: Ethernet (preferred) from building IT backbone in riser 

 
Strategy B — Stairwell placement 
 
Place gateways in fire stairwells where concrete walls are thinner and doors provide periodic 
RF openings. Less reliable than riser placement but useful where riser access is restricted. 
 
Strategy C — Floor-mounted gateways (open-plan commercial) 
 
For large commercial floor plates (2,000+ m²), deploy one gateway per floor or every two 
floors, mounted at ceiling level. Use Ethernet backhaul via the floor's IT switch. 
 
Strategy D — External facade-mounted gateways (campus/district) 
 
For multi-building campus deployments (e.g., government compound, university, district 
cooling plant), mount outdoor gateways on building facades or light poles. Coverage: 500 
m–2 km line-of-sight. Account for extreme heat (gateway enclosure rated IP67, operating to 
60°C minimum for GCC outdoor use). 



 
2.4 RF Site Survey Methodology 
Before finalizing gateway placement, a physical RF site survey is essential for GCC high-rise 
projects. 
 
Survey procedure: 
 

1.​ Desktop study — Mark proposed gateway locations on floor plans. Calculate 
expected coverage per gateway using link budget model and material loss estimates. 

2.​ Physical walkthrough — Install a temporary test gateway at each proposed 
location. Walk each target floor with a LoRaWAN test device (e.g., Adeunis Field Test 
Device or Elsys ERS test sensor) transmitting at SF7 and SF12. 

3.​ Data collection — Record RSSI, SNR, and packet delivery ratio (PDR) at multiple 
points per floor (corners, near core, near facade, inside washrooms/stores). 

4.​ Coverage mapping — Plot results on floor plans using colour-coded RSSI 
heatmaps. Target: RSSI ≥ -120 dBm and SNR ≥ -10 dB for reliable Class A 
communication at SF10–SF12. 

5.​ Gateway optimization — Adjust gateway positions, add gateways in coverage gaps, 
and re-survey until ≥95% of target sensor locations achieve reliable coverage with 
≥10 dB link margin. 

2.5 Antenna Selection for GCC Conditions 

Application Antenna Type Gain Notes 

End device (meter, 
sensor) 

PCB antenna 
(internal) 

0–2 dBi Standard for 
compact indoor 
sensors 

End device (metal 
enclosure) 

External SMA whip 
antenna 

2–3 dBi Required when 
sensor is inside a 
metal meter cabinet 

Gateway (indoor 
riser) 

Omni-directional 
whip 

3–5 dBi Ceiling or wall 
mount, covers 360° 
per floor 

Gateway (outdoor 
facade) 

Directional panel 6–9 dBi Aims coverage 
toward target 



 

Application Antenna Type Gain Notes 

buildings in campus 
layout 

Gateway (rooftop, 
district) 

Fiberglass omni 5–8 dBi Weatherproof, 
UV-resistant, rated 
for 60°C+ 

 
⚠ GCC-specific note: All outdoor antennas and cables must be UV-stabilized and rated for 
continuous operation at 55–60°C ambient. Standard indoor-rated antennas will degrade 
within 6–12 months when exposed to GCC rooftop conditions. 
 

 

✅ Module 02 — Implementation Checklist 

# Task Owner Status 

1 Obtain full building floor plans (AutoCAD or 
PDF) for all target floors 

PM ☐ 

2 Identify construction materials for walls, floors, 
and facades from architectural specs 

RF 
Engineer 

☐ 

3 Calculate link budget for worst-case 
sensor-to-gateway path 

RF 
Engineer 

☐ 

4 Define gateway placement strategy (riser, 
stairwell, floor-mounted, or external) 

Design 
Engineer 

☐ 

5 Estimate gateway quantity: 1 gateway per 5–8 
floors for high-rise, 1 per 2,000 m² commercial 

Design 
Engineer 

☐ 

6 Procure LoRaWAN test devices for RF site 
survey (Adeunis, Elsys, or equivalent) 

Procureme
nt 

☐ 

7 Conduct physical RF site survey — minimum 
4 test points per floor per gateway 

RF 
Engineer 

☐ 



 

# Task Owner Status 

8 Produce RF coverage heatmaps and 
document RSSI/SNR per floor 

RF 
Engineer 

☐ 

9 Verify all outdoor antennas/gateways are 
rated for 60°C ambient and UV exposure 

Procureme
nt 

☐ 

10 Confirm gateway power source (PoE, 24VDC 
BMS panel, or mains adapter) and Ethernet 
backhaul availability at each location 

Electrical/IT ☐ 

11 Submit gateway locations to building 
management for approval (riser access, 
facade mounting permission) 

PM ☐ 

12 Document final gateway placement on as-built 
drawings 

Design 
Engineer 

☐ 

 
 

Module 03 — Sub-Metering Deployment — Water & Electricity 

3.1 Why LoRaWAN Sub-Metering in the GCC 
Sub-metering is increasingly mandated across GCC green building codes and utility 
frameworks: 
 

-​ Al Sa'fat (Dubai) — Requires energy sub-metering by end use (HVAC, lighting, plug 
loads, DHW) and water sub-metering for all rated buildings. 

-​ Estidama (Abu Dhabi) — Pearl Rating mandates sub-metering for energy and water 
with data logging for at least 12 months of operational data. 

-​ DEWA / SEWA / ADDC — Increasingly requiring district-level sub-metering for billing 
reconciliation in master-metered developments. 

-​ Saudi Vision 2030 / NEOM — Smart metering is a foundational infrastructure 
requirement. 

 
LoRaWAN is the most cost-effective retrofit sub-metering technology for existing buildings 
where pulling Modbus RS-485 or M-Bus cables to every meter location is physically 



 
impractical or prohibitively expensive — especially in occupied residential towers, heritage 
buildings, and distributed campus developments. 

3.2 Electricity Sub-Metering 
Meter types with LoRaWAN connectivity: 
 

Meter Category Typical Products LoRaWAN 
Integration 

Accuracy Class 

DIN-rail energy 
meter with native 
LoRaWAN 

Eastron SDM series 
+ LoRa module, 
WAGO, Accuenergy 

Direct — embedded 
LoRa radio 

Class 1 (IEC 
62053-21) 

CT-clamp pulse 
output meter + 
LoRaWAN pulse 
counter 

Schneider iEM 
series, ABB B-series 
+ Elsys ELT-2 

Indirect — pulse 
output to LoRaWAN 
counter 

Class 1 

Split-core CT sensor 
+ LoRaWAN 
transmitter 

Milesight CT, 
Browan, Dragino 

Direct — CT 
measures current, 
LoRa transmits 

⚠ Class 2 
(indicative, not 
billing-grade) 

Existing Modbus 
meter + LoRaWAN 
Modbus bridge 

Any Modbus RTU 
meter + Milesight 
UC300, Dragino 
LT-22222-L 

Bridge — reads 
Modbus registers, 
transmits via LoRa 

Depends on meter 
(Class 0.5–1) 

 
⚠ Accuracy class warning: For Al Sa'fat and Estidama compliance, energy meters must 
meet IEC 62053-21 Class 1 minimum. Split-core CT clamp sensors alone are typically Class 
2 and are suitable only for indicative monitoring — not regulatory compliance or tenant 
billing. Always confirm the meter's MID or IEC accuracy certification before specifying for 
code compliance projects. 
 
Electrical sub-metering architecture: 
 
[DB Panel] → [DIN-Rail Meter with Pulse Output] → [LoRaWAN Pulse Counter] 
 
                                                          ↓ (LoRa 868 MHz) 
 



 
                                                    [LoRaWAN Gateway] 
 
                                                          ↓ (Ethernet/4G) 
 
                                                    [Network Server (LNS)] 
 
                                                          ↓ (MQTT/API) 
 
                                                    [BMS Head-End / Dashboard] 
 
Key design decisions: 
 

-​ Metering point identification — For Al Sa'fat, meter each major DB (distribution 
board) per tenant/zone for HVAC, lighting, and plug loads separately. Minimum: one 
meter per DB outgoing circuit group. 

-​ Pulse ratio configuration — Confirm the Wh/pulse ratio on the energy meter (e.g., 
1 pulse = 1 Wh or 10 Wh). Configure the LoRaWAN pulse counter to match. 
Mismatched ratios produce incorrect kWh readings. 

-​ Reporting interval — 15-minute intervals are standard for energy sub-metering 
under Al Sa'fat. Configure the LoRaWAN device uplink interval accordingly. At 
15-minute intervals with SF10, a Class A device will achieve 5–10 year battery life 
(see Module 04). 

-​ Cumulative vs. instantaneous — Pulse counters report cumulative total counts. 
The application server must calculate interval consumption (kWh = count_delta × 
pulse_ratio). Some LoRaWAN energy sensors report instantaneous power (kW), 
voltage, and current directly. 

3.3 Water Sub-Metering 
Meter types with LoRaWAN connectivity: 
 

Meter Category Typical Products LoRaWAN 
Integration 

Accuracy 

Volumetric water 
meter with pulse 
output + LoRaWAN 
counter 

Itron, Sensus, 
Zenner + Elsys 
ELT-2, Dragino 

Pulse output (reed 
switch or Namur) to 
LoRaWAN counter 

Class C or B (ISO 
4064) 



 

Meter Category Typical Products LoRaWAN 
Integration 

Accuracy 

Ultrasonic water 
meter with native 
LoRaWAN 

Kamstrup flowIQ, 
Diehl HYDRUS, 
Bmeters 

Direct — embedded 
LoRa radio, no 
external counter 
needed 

Class 2 (ISO 4064) 

Electromagnetic 
flow meter + 
LoRaWAN Modbus 
bridge 

Endress+Hauser, 
Siemens MAG + 
UC300 bridge 

Bridge — reads 
Modbus registers 

High accuracy 
(±0.5%) 

 
Water metering architecture for residential towers: 
 
[Apartment Water Line] → [Pulse Output Water Meter] → [LoRaWAN Pulse Counter in Riser] 
 
                                                              ↓ (LoRa 868 MHz) 
 
                                                        [Gateway in Riser Cupboard] 
 
                                                              ↓ (Ethernet) 
 
                                                        [LNS → BMS / FM Dashboard] 
 
GCC-specific water metering considerations: 
 

-​ Hot water pipe temperatures — Domestic hot water (DHW) lines in GCC buildings 
can reach 60–70°C. Ensure the water meter body and LoRaWAN pulse counter are 
rated for this temperature range. Standard reed-switch pulse outputs are generally 
rated to 80°C; verify the LoRaWAN counter's operating temperature. 

-​ Meter location access — In residential towers, water meters are typically in riser 
cupboards or apartment utility boxes. The LoRaWAN pulse counter must be mounted 
close to the meter (within 1 m cable reach for the pulse input wire). Ensure the device 
can be accessed for battery replacement (or use meters with 10+ year battery life). 

-​ Leak detection integration — Combine water flow data with LoRaWAN water leak 
sensors (rope-type or point sensors) placed under risers, in plant rooms, and at water 
tank overflow locations. Configure BMS alarms for continuous flow exceeding a 
threshold duration (e.g., flow detected for >4 hours overnight = potential leak). 



 
-​ Condensate drain monitoring — In GCC buildings, FCU and AHU condensate 

drain pans are a major source of water damage. LoRaWAN water presence sensors 
placed in drain pans or below FCUs provide early leak detection. 

3.4 Data Model & Payload Design 
Efficient payload design is critical for LoRaWAN because bandwidth is limited and shorter 
payloads conserve battery life and airtime. 
 
Recommended payload structure for energy meter (12 bytes): 
 

Byte Field Type Unit 

0–3 Cumulative energy 
(kWh × 10) 

uint32 0.1 kWh 

4–5 Instantaneous 
power 

uint16 W 

6–7 Voltage (L1) uint16 0.1 V 

8–9 Current (L1) uint16 0.01 A 

10 Power factor uint8 0.01 

11 Battery voltage / 
status 

uint8 0.1 V 

 
Recommended payload structure for water meter (8 bytes): 
 

Byte Field Type Unit 

0–3 Cumulative volume (litres) uint32 1 litre 

4–5 Flow rate uint16 0.1 L/min 

6 Leak alarm flag uint8 0/1 

7 Battery voltage / status uint8 0.1 V 

 



 
 

✅ Module 03 — Implementation Checklist 

# Task Owner Status 

1 Define metering scope per Al Sa'fat / Estidama 
credit requirements (which circuits, which water 
lines) 

BMS 
Engineer 

☐ 

2 Confirm meter accuracy class requirement 
(Class 1 for electrical, Class C/B for water under 
compliance) 

Consultant ☐ 

3 Select meter type: native LoRaWAN vs. pulse 
output + LoRaWAN counter vs. Modbus bridge 

Design 
Engineer 

☐ 

4 Verify meter and LoRaWAN counter operating 
temperature ratings for GCC conditions (60°C+ 
for DHW zones) 

Procurement ☐ 

5 Confirm pulse ratio (Wh/pulse, litres/pulse) and 
configure LoRaWAN counter to match 

Commissioni
ng 

☐ 

6 Define uplink reporting interval (15 min for Al 
Sa'fat energy compliance) 

BMS 
Engineer 

☐ 

7 Design payload codec (encoder/decoder) for the 
LNS application server 

Software/IoT ☐ 

8 Plan meter installation locations — obtain DB 
panel schedules and plumbing riser drawings 

MEP 
Coordinator 

☐ 

9 Include LoRaWAN water leak sensors in scope 
(riser, plant room, FCU drain pans) 

Design 
Engineer 

☐ 

10 Define cumulative-to-interval calculation logic in 
application server for kWh/litre dashboards 

Software/IoT ☐ 

11 Establish naming convention for all LoRaWAN 
devices (building-floor-type-number) 

PM/BMS 
Engineer 

☐ 



 

# Task Owner Status 

12 Confirm data retention period for trend storage 
(minimum 12 months for Estidama 
post-occupancy) 

IT/BMS ☐ 

 
 

Module 04 — Battery Life Engineering — Achieving 10-Year 
Targets 

4.1 Why Battery Life is a Critical Design Parameter 
In building sub-metering deployments, the economic viability of LoRaWAN hinges on 
achieving long battery life. If sensors require annual battery replacement across hundreds or 
thousands of devices in a high-rise tower, the maintenance cost eliminates the CAPEX 
advantage over wired alternatives. 
 
Target: 10-year battery life is the industry benchmark for building sub-metering. This is 
achievable with disciplined RF configuration and payload design. 

4.2 Battery Life Fundamentals 
Battery life formula (simplified): 
 
Battery Life (years) = Battery Capacity (mAh) / Average Current Draw (mA) / 8,760 
hours/year 
 
Average current draw is the sum of: 
 

-​ Sleep current (µA) × sleep duty cycle (%) 
-​ Transmit current (mA) × TX time per uplink (ms) × uplinks per hour 
-​ Receive current (mA) × RX window time per uplink (ms) × uplinks per hour 
-​ Sensor measurement current (mA) × measurement time (ms) × measurements per 

hour 
 
Typical Class A device power profile: 
 



 

State Current Draw Duration per Uplink 

Deep sleep 1–5 µA ~99.9% of time 

Sensor measurement 1–10 mA 10–100 ms 

TX (14 dBm, SF10) 40–120 mA 370 ms 

RX1 window 10–15 mA 500 ms (if no downlink) 

RX2 window 10–15 mA 500 ms (if no downlink) 

4.3 Factors That Reduce Battery Life in GCC Deployments 

Factor Impact Mitigation 

High Spreading 
Factor (SF11, 
SF12) 

TX time increases 
exponentially: SF12 TX 
= 1.5 s vs. SF7 TX = 50 
ms 

Optimize gateway placement to achieve 
SF7–SF10 coverage. Add gateways rather 
than relying on high SF. 

Frequent 
uplinks 

Each uplink consumes 
~0.5–2 mAh 
(depending on SF) 

Use 15 min or 30 min intervals, not 1 min. 
Calculate minimum interval needed for 
compliance. 

Confirmed 
uplinks (ACK 
requested) 

Retransmissions on 
failed ACK double or 
triple energy per 
message 

Use unconfirmed uplinks for metering data. 
Rely on application-level data gap detection 
instead. 

High ambient 
temperature 

Battery capacity 
degrades above 40°C. 
Lithium thionyl chloride 
(LiSOCl₂) batteries lose 
10–20% capacity at 
55°C sustained 

Mount sensors away from direct heat sources 
(hot pipes, direct sunlight). Use 
temperature-rated batteries (Saft LS, Tadiran 
TL). 

Frequent 
downlinks 

Class A RX windows 
consume power; 

Minimize downlink traffic. Schedule 
configuration changes during maintenance 
windows. 



 

Factor Impact Mitigation 

unsolicited downlinks 
extend RX time 

Excessive 
payload size 

Larger payloads 
increase TX airtime 

Design compact binary payloads (8–16 
bytes). Avoid JSON/ASCII encoding over 
LoRaWAN. 

ADR oscillation Network constantly 
adjusting SF up/down 
wastes energy on 
sub-optimal settings 

Fix SF manually during commissioning if link 
quality is stable. Use ADR cautiously in static 
indoor deployments. 

4.4 Battery Selection for GCC Climate 

Battery Chemistry Voltage Capaci
ty 

Temp 
Range 

Self-Dischar
ge 

GCC 
Suitability 

Lithium Thionyl Chloride 
(LiSOCl₂) — Saft LS, 
Tadiran 

3.6 V 2,400–
19,000 
mAh 

-60 to 
+85°C 

<1% per 
year 

✅ Preferred 
— high 
energy 
density, low 
self-discharg
e, wide temp 
range 

Lithium Manganese Dioxide 
(LiMnO₂) — Panasonic CR 

3.0 V 800–2,
500 
mAh 

-20 to 
+60°C 

1–2% per 
year 

⚠ 
Acceptable 
for indoor — 
verify 60°C 
rating for 
riser 
cupboards 

AA Lithium (Li-FeS₂) — 
Energizer Ultimate 

1.5 V 3,000 
mAh 

-40 to 
+60°C 

Low ⚠ Budget 
option — 
shorter 
lifespan, 



 

Battery Chemistry Voltage Capaci
ty 

Temp 
Range 

Self-Dischar
ge 

GCC 
Suitability 

suitable for 
accessible 
locations 

Alkaline AA/AAA 1.5 V 2,000–
3,000 
mAh 

-18 to 
+54°C 

3–5% per 
year 

❌ Not 
recommende
d — high 
self-discharg
e, poor 
performance 
above 45°C 

 
GCC recommendation: Specify LiSOCl₂ batteries (Saft LS 14500 or LS 26500, Tadiran 
TL-5903 or TL-5930) for all deployments where 10-year life is required. Accept the higher 
unit cost (~$5–15 per battery) versus alkaline to avoid the operational cost of frequent 
replacements across hundreds of devices. 
 
⚠ Passivation effect: LiSOCl₂ batteries develop a passivation layer during storage that 
causes temporary high internal resistance on first use. This can cause the initial LoRa TX 
burst to fail. Mitigation: apply a brief pre-conditioning load pulse before deployment, or use 
batteries with built-in hybrid capacitor layers (Tadiran PulsesPlus). 

4.5 Battery Life Calculation — Worked Example 
Scenario: Energy meter pulse counter, 15-minute uplink interval, SF10, 12-byte payload, 
Saft LS 26500 battery (7,700 mAh). 
 

Parameter Value 

Sleep current 3 µA 

TX current (SF10, 14 dBm) 90 mA for 370 ms 

RX1 + RX2 current 12 mA for 1,000 ms 

Sensor read current 5 mA for 50 ms 



 

Parameter Value 

Uplinks per day 96 (every 15 min) 

Battery capacity 7,700 mAh 

Temperature derating (GCC, +45°C avg.) -15% 

 
Calculation: 
 

-​ Energy per uplink: (90 × 0.370 + 12 × 1.0 + 5 × 0.05) / 3600 = 0.0127 mAh 
-​ Energy per day (96 uplinks): 96 × 0.0127 = 1.22 mAh 
-​ Sleep energy per day: 0.003 × 24 = 0.072 mAh 
-​ Total per day: 1.29 mAh 
-​ Usable battery capacity (derated): 7,700 × 0.85 = 6,545 mAh 
-​ Estimated battery life: 6,545 / 1.29 = 5,073 days ≈ 13.9 years 

 
With a 20% safety margin: ~11 years — meeting the 10-year target. 

4.6 Battery Replacement Planning 
Even with 10-year targets, plan for battery replacement: 
 

-​ Track battery voltage — Include battery voltage in every LoRaWAN uplink payload. 
Configure the application server to alert when voltage drops below the threshold 
(e.g., <3.0 V for LiSOCl₂). 

-​ Stagger replacements — If all devices are deployed simultaneously, all batteries will 
deplete around the same time. Plan a rolling replacement schedule starting at year 8. 

-​ Physical access — Ensure all device mounting locations are accessible without 
specialized equipment (no permanent ceiling enclosures, no sealed utility cabinets 
without keys). 

 
 



 
✅ Module 04 — Implementation Checklist 

# Task Owner Status 

1 Calculate battery life for each device type 
using actual SF, TX power, uplink interval, 
and payload size 

IoT 
Engineer 

☐ 

2 Specify LiSOCl₂ batteries (Saft LS / Tadiran 
TL) for all 10-year-target devices 

Procuremen
t 

☐ 

3 Verify battery operating temperature rating ≥ 
60°C for devices in riser cupboards or plant 
rooms 

Procuremen
t 

☐ 

4 Set uplink interval to minimum required (15 
min for compliance; 30–60 min for 
non-critical monitoring) 

Commission
ing 

☐ 

5 Configure unconfirmed uplinks for all 
metering devices — do NOT use confirmed 
(ACK) mode 

Commission
ing 

☐ 

6 Optimize payload size to ≤ 16 bytes per 
uplink using binary encoding (no 
JSON/ASCII) 

Software/Io
T 

☐ 

7 Target SF7–SF10 coverage through 
gateway placement — avoid reliance on 
SF11/SF12 

RF Engineer ☐ 

8 Evaluate ADR suitability: disable ADR and 
fix SF manually if deployment is static and 
link quality is stable 

Commission
ing 

☐ 

9 Include battery voltage reporting in every 
uplink payload 

Software/Io
T 

☐ 

10 Configure low-battery alarm threshold in 
application server (< 3.0 V for LiSOCl₂) 

Software/Io
T 

☐ 



 

# Task Owner Status 

11 Pre-condition LiSOCl₂ batteries before 
deployment to clear passivation layer 

Commission
ing 

☐ 

12 Document battery replacement plan: rolling 
schedule from year 8, access requirements 
per device location 

FM/Mainten
ance 

☐ 

 
 

Module 05 — BMS Head-End Integration — BACnet, Modbus 
& MQTT Bridging 

5.1 Integration Architecture Overview 
The primary value proposition of LoRaWAN in building IoT is not the wireless network itself 
— it is the ability to deliver field data into the existing BMS head-end that facility managers 
already use daily. Without seamless BMS integration, LoRaWAN data remains stranded in a 
separate IoT silo. 
 
Integration data flow: 
 
[LoRaWAN End Device] → [Gateway] → [LNS (Network Server)] 
 
                                          ↓ 
 
                                   [Application Server / IoT Middleware] 
 
                                          ↓ 
 
                          ┌───────────────┼───────────────┐ 
 
                          ↓               ↓               ↓ 
 
                   [BACnet/IP]     [Modbus TCP]     [REST API / MQTT] 
 
                          ↓               ↓               ↓ 



 
 
                   [BMS Head-End]  [SCADA / PLC]   [Cloud Dashboard] 

5.2 Integration Path A — MQTT to BMS Middleware 
MQTT (Message Queuing Telemetry Transport) is the native language of IoT platforms and 
the most common output protocol from LoRaWAN network servers (ChirpStack, TTN, Actility 
all publish to MQTT brokers). 
 
How it works: 
 

1.​ The LNS decodes the LoRaWAN payload and publishes a JSON message to an 
MQTT topic (e.g., application/1/device/aabbccdd/event/up). 

2.​ An IoT middleware platform (Node-RED, Niagara, SkySpark, or a custom Python 
service) subscribes to this topic. 

3.​ The middleware parses the JSON, extracts the engineering values, and writes them 
to the BMS head-end via BACnet/IP or Modbus TCP. 

 
MQTT topic structure (ChirpStack example): 
 
application/{app_id}/device/{dev_eui}/event/up    → Uplink data 
 
application/{app_id}/device/{dev_eui}/event/status → Device status 
 
application/{app_id}/device/{dev_eui}/command/down → Downlink commands 
 
MQTT-to-BMS middleware options: 
 

Platform Type BACnet 
Support 

Modbus 
Support 

Complexity Cost 

Niagara 
Framework 
(Tridium) 

Commercial 
BMS 
middleware 

Native 
BACnet/IP, 
BACnet 
MS/TP 

Native 
Modbus 
TCP/RTU 

Medium Licensed 

Node-RED Open-source 
flow engine 

Via 
node-red-co
ntrib-bacnet 

Via 
node-red-co
ntrib-modbus 

Medium Free 



 

Platform Type BACnet 
Support 

Modbus 
Support 

Complexity Cost 

SkySpark Analytics + 
BMS 
middleware 

Native Native High Licensed 

Custom 
Python 
(paho-mqtt + 
BAC0) 

Bespoke 
script 

Via BAC0 
library 

Via 
pymodbus 
library 

High Free (dev 
cost) 

Loytec L-INX 
Automation 
Server 

Hardware 
appliance 

Native 
BACnet/IP 

Native 
Modbus 

Low Hardware 
cost 

5.3 Integration Path B — LoRaWAN to BACnet Gateway (Direct) 
Some hardware manufacturers produce dedicated LoRaWAN-to-BACnet gateways that 
expose LoRaWAN sensor data as native BACnet objects — eliminating the need for custom 
middleware. 
 
How it works: 
 

1.​ The gateway receives LoRaWAN uplinks directly (it functions as both LoRaWAN 
gateway and protocol translator). 

2.​ Each sensor value is mapped to a BACnet object (e.g., Analog Input for temperature, 
Binary Input for alarm state). 

3.​ The BMS head-end discovers and reads these BACnet objects via standard 
BACnet/IP or BACnet MS/TP. 

 
Products in this category: 
 

-​ Loytec LGATE-950 — LoRaWAN gateway + BACnet/IP server. Configurable point 
mapping via L-STUDIO. 

-​ Kerlink + Wattsense — LoRaWAN gateway + Wattsense BMS adapter providing 
BACnet/IP or Modbus TCP translation. 

-​ Milesight UG65/UG67 + Decoder — LoRaWAN gateway with built-in Node-RED for 
local BACnet/Modbus translation. 

 



 
Advantages: Simpler architecture, fewer software components, easier for traditional BMS 
contractors to commission. Limitations: Fixed-function; less flexible for complex data 
transformations, analytics, or multi-building aggregation. 

5.4 Integration Path C — LoRaWAN to Modbus TCP Bridge 
For BMS head-ends that are Modbus-native (older Schneider, Honeywell, or Siemens 
platforms), LoRaWAN data can be exposed as Modbus TCP registers. 
 
How it works: 
 

1.​ IoT middleware (Node-RED, Niagara, or Python script) subscribes to MQTT from the 
LNS. 

2.​ The middleware writes decoded sensor values into a Modbus TCP server (slave) 
running locally. 

3.​ The BMS head-end polls this Modbus TCP server as if it were a standard field 
device. 

 
Modbus register map design (example for 10 LoRaWAN energy meters): 
 

Register Address Device Parameter Data Type 

40001 Meter 01 Cumulative kWh UINT32 (2 registers) 

40003 Meter 01 Power (W) UINT16 

40004 Meter 01 Battery (V × 10) UINT16 

40005 Meter 02 Cumulative kWh UINT32 (2 registers) 

... ... ... ... 

5.5 Data Integrity & Timestamp Handling 
Critical integration issue: LoRaWAN uplinks may be delayed (device retries, network 
congestion) or arrive out-of-order at the BMS. The BMS must handle this correctly. 
 
Best practices: 
 



 
-​ Use device-side timestamps — The LNS attaches a server-side timestamp, but the 

most accurate timestamp is when the sensor actually measured the value. If the 
device supports it, include a relative timestamp (seconds since last uplink) in the 
payload. 

-​ Handle data gaps — LoRaWAN is not 100% reliable (typical 95–99% PDR). The 
BMS must tolerate occasional missing data points without generating false alarms. 
Configure alarm delays (e.g., trigger alarm only if 3 consecutive readings are 
missing). 

-​ Stale data indication — The BMS integration layer should mark data as "stale" if no 
uplink has been received within 2× the expected interval. Map this to the BACnet 
Reliability property or a dedicated status point. 

5.6 BMS Graphics & Dashboard Integration 
Once LoRaWAN data is in the BMS, it must be visualized on operator dashboards: 
 

-​ Floor plan views — Place LoRaWAN sensor icons on building floor plans alongside 
existing BMS points. Use consistent colour coding (green = normal, amber = 
warning, red = alarm, grey = offline/stale). 

-​ Energy dashboards — Aggregate LoRaWAN sub-metering data into 
daily/weekly/monthly consumption charts per zone, floor, tenant, or end-use category 
(HVAC, lighting, plug). Al Sa'fat requires this breakdown. 

-​ Water dashboards — Display real-time flow, cumulative consumption, and leak 
alarm status per zone. Include trend comparison (current month vs. previous month). 

-​ Device health dashboard — Show all LoRaWAN devices: battery voltage, last-seen 
timestamp, RSSI, SNR, uplink count. Flag devices with low battery or no 
communication for maintenance. 

 
 

✅ Module 05 — Implementation Checklist 

# Task Owner Status 

1 Identify existing BMS head-end 
platform and version (vendor, 
protocol support, API availability) 

BMS Engineer ☐ 

2 Select integration path: A (MQTT 
middleware), B (direct 

Design Engineer ☐ 



 

# Task Owner Status 

LoRaWAN-to-BACnet gateway), or 
C (Modbus TCP bridge) 

3 Deploy MQTT broker (Mosquitto or 
cloud-hosted) and verify LNS 
publishes to MQTT topics 

IT/IoT Engineer ☐ 

4 Configure IoT middleware 
(Niagara/Node-RED/SkySpark) to 
subscribe to LNS MQTT topics 

Software/IoT ☐ 

5 Define LoRaWAN-to-BMS point 
mapping table (device EUI → 
BACnet object or Modbus register) 

BMS Engineer ☐ 

6 Configure BACnet object properties 
(Object Name, Description, Units, 
COV Increment) for all LoRaWAN 
points 

BMS Engineer ☐ 

7 Implement stale-data detection: flag 
BACnet Reliability = "no-sensor" if 
uplink missing for >2× interval 

Software/IoT ☐ 

8 Configure alarm delay filters — 
trigger alarms only after 3+ 
consecutive missing/abnormal 
readings 

BMS Engineer ☐ 

9 Design BMS graphics: floor plans 
with LoRaWAN device icons, 
energy/water dashboards, device 
health view 

BMS Graphics ☐ 

10 Perform end-to-end data validation: 
compare LoRaWAN sensor reading 
at device → LNS → middleware → 
BMS display 

Commissioning ☐ 



 

# Task Owner Status 

11 Document integration architecture 
(as-built diagram), MQTT topic 
structure, and point mapping table 
for O&M handover 

BMS Engineer ☐ 

12 Verify data retention: confirm BMS 
trend logging stores LoRaWAN data 
for ≥12 months (Al Sa'fat/Estidama) 

IT/BMS ☐ 

 
 

Module 06 — Network Commissioning, Scaling & Lifecycle 
Operations 

6.1 Pre-Commissioning Preparation 
Before any LoRaWAN device is powered on at site, the following must be in place: 
 
Network Server (LNS) setup: 
 

-​ LNS platform deployed and accessible (ChirpStack on-premise or cloud instance) 
-​ Organization, application, and device profiles configured 
-​ Service profile set: uplink interval, ADR policy, device class, payload codec 
-​ MQTT integration configured and tested (broker running, topics verified) 

 
Device provisioning: 
 

-​ All devices registered in the LNS with DevEUI, AppEUI (JoinEUI), and AppKey for 
OTAA 

-​ Device naming convention applied consistently (e.g., BLD01-FL12-EM-001 for 
Building 01, Floor 12, Energy Meter 001) 

-​ Payload codec (decoder function) tested with sample payloads 
 
Gateway readiness: 
 

-​ Gateways installed at planned locations per Module 02 RF survey 



 
-​ Ethernet backhaul confirmed active (or 4G SIM activated and data plan verified) 
-​ Gateway registered in LNS and showing online status 
-​ GPS coordinates configured (for outdoor gateways; optional for indoor) 

6.2 Device Commissioning Procedure 
Step-by-step for each device: 
 

1.​ Physical installation — Mount sensor/meter at designated location per installation 
drawing. Verify wiring (pulse input, power, antenna). 

2.​ Power on — Insert battery or connect power supply. Device will attempt OTAA Join. 
3.​ Verify join — Check LNS dashboard: device should show "Joined" status within 

30–120 seconds. If join fails, verify AppKey, check gateway coverage (RSSI/SNR). 
4.​ Verify first uplink — Confirm first data uplink is received and decoded correctly in 

the LNS. Check engineering values are sensible (e.g., temperature reading is room 
temperature, not 0 or 999). 

5.​ Verify BMS integration — Confirm the data point appears in the BMS head-end with 
correct value, units, and naming. 

6.​ Record commissioning data — Log in commissioning sheet: DevEUI, location, 
RSSI, SNR, SF, battery voltage, timestamp, commissioning engineer name. 

6.3 Scaling from Pilot to Full Deployment 
Recommended phased approach for GCC building projects: 
 

Phase Scope Devices Duration Purpose 

Phase 1 — 
Proof of 
Concept 

1 floor or 1 
building zone 

10–20 4 weeks Validate RF 
coverage, 
gateway 
placement, 
BMS integration 

Phase 2 — Pilot 3–5 floors or 1 
full building 

50–100 8 weeks Validate scaling, 
battery life, 
dashboard 
usability, FM 
workflow 



 

Phase Scope Devices Duration Purpose 

Phase 3 — Full 
Deployment 

Entire building 
or campus 

200–2,000+ 12–24 weeks Full production 
rollout with 
phased 
floor-by-floor 
installation 

 
Scaling considerations: 
 

-​ Gateway capacity — Each LoRaWAN gateway can handle ~1,000+ devices in a 
well-designed network (staggered uplinks, mixed SFs, low duty cycle). For 500 
devices at 15-min intervals, a single gateway processes ~2,000 uplinks/hour — well 
within capacity. 

-​ LNS performance — On-premise ChirpStack on a standard server (4-core, 8 GB 
RAM) handles 5,000+ devices. For larger deployments, consider PostgreSQL 
database optimization and MQTT broker clustering. 

-​ Network congestion — At very high device densities (>500 devices per gateway, all 
at SF10+), uplink collision probability increases. Mitigation: use ADR to push devices 
to lower SF, stagger uplink intervals with random jitter. 

6.4 Over-The-Air (OTA) Management 
Remote device configuration (via downlinks): 
 

-​ Change uplink reporting interval 
-​ Adjust alarm thresholds 
-​ Reset cumulative counters 
-​ Request immediate uplink (on-demand read) 

 
Firmware Update Over The Air (FUOTA): 
 

-​ Supported in LoRaWAN 1.1+ and some 1.0.4 devices 
-​ Enables remote firmware updates without site visits 
-​ Critical for long-lifecycle (10-year) deployments where security patches may be 

needed 
-​ ⚠ FUOTA is bandwidth-intensive and slow over LoRaWAN — typical firmware image 

(50–100 KB) takes hours to days for multicast delivery. Plan FUOTA windows during 
low-traffic periods. 



 
6.5 Monitoring & Maintenance Operations 
Daily monitoring (automated): 
 

-​ Device uplink health: flag devices with no uplink in >2× expected interval 
-​ Gateway status: alert if any gateway goes offline 
-​ Battery voltage trends: flag devices below threshold 

 
Monthly reporting: 
 

-​ Network KPIs: uplink success rate (target >98%), average RSSI/SNR per device, 
gateway utilization 

-​ Data completeness: percentage of expected data points received vs. missing 
-​ Battery depletion rate trending 

 
Annual maintenance: 
 

-​ Physical inspection of gateways (antenna connections, enclosure seal integrity, 
dust/sand accumulation in outdoor units) 

-​ Sensor calibration spot-checks (compare LoRaWAN meter reading against reference 
meter) 

-​ Battery replacement for devices approaching end-of-life threshold 
-​ Firmware review and update planning 
-​ LNS server backup and software update 

6.6 Troubleshooting Guide — Common GCC Field Issues 

Symptom Probable Cause Diagnostic Resolution 

Device not joining Incorrect AppKey or 
DevEUI in LNS 

Check LNS Join 
Request logs 

Correct provisioning 
data; re-register 
device 

Join succeeds but 
no uplinks 

Gateway frequency 
plan mismatch 

Check gateway 
channel plan 
(EU868) 

Reconfigure 
gateway to EU868 
band plan 

Intermittent packet 
loss (>5%) 

Marginal RF link 
(RSSI < -130 dBm) 

Check RSSI/SNR in 
LNS 

Add gateway or 
relocate device 
closer 



 

Symptom Probable Cause Diagnostic Resolution 

Battery draining fast 
(<2 years) 

High SF (SF12), 
confirmed uplinks, 
or frequent TX 

Check device SF 
and uplink count in 
LNS 

Lower SF by 
improving coverage; 
switch to 
unconfirmed uplinks 

Data values 
incorrect 

Payload codec 
mismatch (byte 
order, scaling) 

Compare raw hex 
payload with 
decoded values 

Fix decoder 
function; verify byte 
order and scaling 
factor 

Data delayed or 
out-of-order 

Network congestion 
or gateway backhaul 
latency 

Check gateway 
packet forwarder 
logs 

Verify Ethernet/4G 
connectivity; add 
gateway 

Gateway offline Power failure, 
Ethernet 
disconnection, or 
hardware fault 

Ping gateway IP; 
check power LED 

Restore 
power/network; 
replace faulty 
gateway 

Sensor reading drift 
over time 

Sensor degradation 
(humidity, dust, UV 
exposure) 

Compare against 
reference 
measurement 

Recalibrate or 
replace sensor; 
verify installation 
environment 

6.7 End-of-Life & Technology Migration 
LoRaWAN device hardware has a typical lifecycle of 10–15 years. Plan for technology 
evolution: 
 

-​ Device replacement cycle — Budget for rolling replacement starting year 8–10. 
Replace battery-powered devices in batches (per floor or per building) to maintain 
network consistency. 

-​ Protocol evolution — LoRaWAN Alliance regularly updates the specification (1.0.x 
→ 1.1.x → future versions). Ensure the LNS platform supports backward 
compatibility. When replacing devices, deploy latest-spec hardware. 

-​ Gateway refresh — Gateway hardware typically lasts 7–10 years. Budget for 
gateway replacement at the midpoint of the device lifecycle. 



 
-​ Migration to alternative technologies — As 5G RedCap and Wi-Fi HaLow mature, 

evaluate cost/benefit for future phases. LoRaWAN infrastructure should be designed 
modularly so individual subsystems can be migrated without full rip-and-replace. 

 
 

✅ Module 06 — Implementation Checklist 

# Task Owner Status 

1 Verify LNS is deployed, configured, and 
accessible — device profiles and payload 
codecs tested 

IT/IoT 
Engineer 

☐ 

2 Register all devices in LNS with correct 
DevEUI, AppEUI, AppKey — verify OTAA 
join credentials 

IoT 
Engineer 

☐ 

3 Confirm all gateways are online in LNS 
dashboard before starting device 
commissioning 

IoT 
Engineer 

☐ 

4 Commission devices floor-by-floor: install → 
power on → verify join → verify uplink → 
verify BMS point 

Commissio
ning 

☐ 

5 Record commissioning data for each 
device: DevEUI, location, RSSI, SNR, SF, 
battery voltage, date 

Commissio
ning 

☐ 

6 Run Phase 1 pilot (1 floor, 10–20 devices) 
for 4 weeks before full deployment 

PM ☐ 

7 Validate data completeness after pilot: 
target >98% uplink success rate 

IoT 
Engineer 

☐ 

8 Configure automated monitoring alerts: 
device offline, gateway offline, low battery 

IT/IoT 
Engineer 

☐ 

9 Define monthly network KPI report template 
and assign reporting owner 

PM ☐ 



 

# Task Owner Status 

10 Establish annual maintenance schedule: 
gateway inspection, sensor spot-calibration, 
firmware review 

FM/Mainten
ance 

☐ 

11 Create device replacement and battery 
replacement budget plan for years 8–10 

FM/Finance ☐ 

12 Compile and deliver O&M handover 
package: network architecture, device 
inventory, LNS credentials, troubleshooting 
guide, maintenance schedule 

PM/BMS 
Engineer 

☐ 

 
 

Appendix A — Reference Standards & Specifications 

Standard / Resource Description 

LoRaWAN Specification 1.0.4 LoRa Alliance — Protocol specification for 
end devices 

LoRaWAN Regional Parameters 
RP002-1.0.4 

EU868 channel plan applicable to GCC 

UAE TRA SR.35 Short Range Device regulations — 
863–870 MHz 

Saudi CITC — SRD Framework Short Range Device regulations — 
863–870 MHz 

IEC 62053-21 Electricity metering — accuracy 
requirements (Class 1) 

ISO 4064 Water metering — accuracy classification 

Dubai Al Sa'fat Green building rating — energy and water 
sub-metering requirements 



 

Standard / Resource Description 

Abu Dhabi Estidama Pearl Rating Green building rating — metering and 
monitoring requirements 

ASHRAE 135 (BACnet) BMS communication protocol for BACnet 
integration 

OASIS MQTT v5.0 IoT messaging protocol specification 

NIST SP 800-183 Networks of Things — IoT security 
framework 

Appendix B — Recommended Hardware (GCC-Validated) 

Category Recommended Products Notes 

LoRaWAN Gateway (Indoor) Kerlink iStation, Milesight 
UG65, Multitech Conduit 

Ethernet + 4G backhaul, 
CE/TRA certified 

LoRaWAN Gateway 
(Outdoor) 

Kerlink iStation Outdoor, 
Milesight UG67, RAK7289 

IP67, -40 to +70°C, 
UV-resistant 

Energy Meter (Pulse + 
LoRa) 

Eastron SDM230/630 + 
Elsys ELT-2 Pulse Counter 

Class 1, DIN-rail, 
1-phase/3-phase 

Energy Meter (Native LoRa) Accuenergy AcuRev 1312 
LoRa, Wago 879 series 

Class 0.5–1, direct 
LoRaWAN output 

Water Meter (Native LoRa) Kamstrup flowIQ 2200 
LoRa, Diehl HYDRUS LoRa 

ISO 4064 Class 2, 15-year 
battery 

Water Leak Sensor Elsys ELT-Lite + Water 
Rope, Milesight WS301 

Battery-powered, rope or 
point detection 

Temp/Humidity Sensor Elsys ERS CO₂, Milesight 
AM307 

CO₂ + T + RH + light + PIR, 
indoor 

LoRaWAN-to-BACnet 
Gateway 

Loytec LGATE-950, 
Wattsense Box 

Direct BACnet/IP object 
mapping 



 

Category Recommended Products Notes 

MQTT Broker Eclipse Mosquitto, HiveMQ On-premise or cloud 

LNS (Network Server) ChirpStack (open-source), 
Actility ThingPark 

On-premise or cloud 
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